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Abstract

The purpose of this paper is to introduce a fully integrated, risk-informed, probabilistic framework
that carries over seamlessly from enterprise portfolio decision making to operational risk and
opportunity management. It accomplishes this function by adhering to the following six principles
and premises: (1) that quantitative, probabilistic risk analysis and management methods need to
be used not only at the level of projects and programs, but also for enterprise portfolio planning
and execution; (2) that success at enterprise level requires continuously considering not only the
financial, safety, security, and technical gains that emanate from mission accomplishment, but
also potential aspirational gains that are not directly quantifiable at the time planning occurs; (3)
that the consideration of aspirational gains requires tapping into the insights and tacit knowledge
of stakeholders and other affected parties by introducing and applying affective performance
measures (e.g., their degrees of enthusiasm or concern); (4) that a key element of the analysis
should be the initial derivation of an integrated resource allocation scheme and its subsequent
updating to continually optimize the balance between competing objectives; (5) that the first four
premises motivate the use of Monte Carlo methods to account for all important sources of
uncertainty; and (6) that the overall methodology should be extendable to decision-making arenas
that require national and international cooperation such as Al and climate change. The paper
presents a formalism that accommodates these and other related principles and premises and
demonstrates how the results of the analyses can be effectively communicated to management.

Keywords: enterprise portfolio planning; operational risk management; tacit knowledge; risk-
informed resource allocation; Monte Carlo analysis.
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1. Introduction

1.1 Purpose of the Paper

Most businesses, educational institutions, public service organizations, and government agencies lack a
unified, fully integrated, robust quantitative basis for informing enterprise portfolio planning decisions,
optimizing cross-program resource allocation, and performing operational risk and opportunity
management in an ongoing manner. To address that need, this paper develops and explains a decision-
analytic framework that can be applied seamlessly to these purposes.

More specifically, the intent of this paper is to proffer an integrated collection of quantitative risk analysis
and management methods, augmented by quantitative/qualitative hybrid models where needed to address
aspirational opportunities in addition to programmatic goals, and to demonstrate how these methods can be
applied to enterprise-wide portfolios rather than just individual projects and programs so as to promote
decision making and operational success for enterprises.

1.2 Principles and Premises

The following principles and premises form the basis of this formulation:

1. Quantitative, probabilistic risk analysis and management methods need to be used not only at the level
of projects and programs, but also for enterprise portfolio planning and execution;

2. Success at enterprise level requires continuously considering not only the financial, safety, security,
and technical gains that emanate from mission accomplishment, but also potential aspirational gains
that are not directly quantifiable at the time planning occurs;

3. The consideration of aspirational gains requires tapping into the insights and tacit knowledge of
stakeholders and other affected parties by introducing and applying affective performance measures
(e.g., their degrees of enthusiasm or concern);

4. A key element of the analysis should be the initial derivation of an integrated resource allocation
scheme and its subsequent updating to continually optimize the balance between competing objectives
at the enterprise level; and

5. The first four premises motivate the use of Monte Carlo methods to account for all important sources
of uncertainty and iterative resource allocation methods to account for the inter-program competition
for limited resources.

6. The overall methodology should be extendable to risk-informed decision-making arenas that affect
society at large and that require national and international cooperation, i.e., areas such as Al and
climate change.

In addition:

6. Determination of the risk of slippages of critical milestones and the degrees of concern they present
relative to the satisfaction of enterprise-level objectives should be another key element of the analysis;

7. The formulation should incorporate quantitative-qualitative hybrid models where needed to address
the aspirational objectives rather than resorting to only quantitative models or only qualitative models;

8. The hybrid models should be informed by eliciting the judgments of both entities that are integral to
the organization’s mission (e.g., executive management, staff, customers, and partners) and entities



that are not directly part of the mission but could benefit from or otherwise be affected by its results
(e.g., scientists, educators, and the public); and

9. The computational burden of searching for optimal resource allocations should be kept within
manageable limits by selectively utilizing graded analysis approaches where needed in a manner that
does not sacrifice overall rigor at the end.

1.3 Background

An earlier survey paper published in the European Journal of Operational Research (Liesio et al., 2020)
suggests that although many of the foundational items enumerated above have been considered by other
authors in various papers, the need for and application of a unified quantitative probabilistic methodology
that applies to enterprise-level portfolio decision analysis, resource allocation, and operational risk and
opportunity management has been addressed rarely if at all. This judgment is validated by the present
author’s search of the risk management and operational research literature.

At present, many risk management leaders consider the ISO 31000 risk management guidelines report (ISO,
2018) and the COSO enterprise risk management report (COSO, 2017) to be the standards for achieving a
risk-informed framework for enterprise-level portfolios, as they formally connect enterprise risk
management to strategy-setting rather than treating it as a compliance activity. Many European and US
Government agencies have adopted one or the other of these approach: e.g., the UK Orange Book (HM
Treasury, 2023) and the US GAO Green Book (U.S. Government Accountability Office, 2025). However,
the ISO and COSO frameworks do not recommend a defined quantitative methodology, leaving that
decision up to the analysts. They furthermore encourage approaches that treat the expression of risk as a
single outcome rather than a probability distribution, in order to promote both ease of implementation and
management-friendly communication.

The same is basically true for other approaches, such as the Hoshin Kanri policy deployment methodology
(Lean Enterprise Institute, 2020) and the balanced scorecard approach (Kaplan & Norton, 1992), both of
which are noted for addressing aspirational objectives (e.g., building a world-class capability) more
explicitly than the ISO 31000 and COSO methodologies.

Although probabilistic risk assessment and Monte Carlo analysis have become standard practice for
supporting risk-informed decision making and continuous risk management for individual projects and
programs, the same degree of rigor is not regularly applied to the analysis and execution of enterprise-level
portfolios consisting of a set of mission-related programs, infrastructure development activities, partnership
agreements, public service initiatives, and other efforts that serve the fundamental objectives of the
enterprise. Yet the larger problem is at least as important as the smaller one, and arguably much more so
because it concerns all the objectives of the enterprise rather than just programmatic ones.

Below are six anecdotal instances, extracted from a much larger database of examples, that highlight the
need for more rigorous risk modeling at enterprise level:

e The European Space Agency has remarked on its difficulties in attaining an Agency-wide balancing
of science, Earth observation, launcher, and exploration programs within its constrained
industrial and financial resources (European Space Agency, 2021).

o The U.S. Government Accountability Office has reported on NASA’s history with schedule slippages,
most recently within its set of interdependent Artemis projects (U.S. Government Accountability
Office, 2025b). NASA itself has cited its recurring problem with meeting milestones in the area of



technology maturation, which is the only source of concern within its list of performance goals that is
currently rated as red (NASA, 2026), (NASA, 2024).

o The GAO has reported on the U.S. Department of Defense having experienced major schedule delays
because of competition for resources among its multiple acquisition programs (U.S. Government
Accountability Office, 2016). GAO has also stated that DoD's acquisition outcomes could be
improved through an integrated portfolio management approach rather than treating weapon systems
individually (U.S. Government Accountability Office, 2007).

e Airbus has remarked on its concern with meeting schedules because of the A350, A320neo, A220,
and other aircraft development programs competing for aerodynamic engineers, software developers,
certification specialists, manufacturing facilities, and suppliers (Airbus, 2025).

e Boeing has cited similar concerns regarding the interactions among concurrent activities such as its
787, 737 MAX, KC-46, and 777X programs (Boeing, 2025). Boeing also commissioned an
independent study to determine how dependency matrices can be used to help evaluate and optimize
a technology portfolio when the projects are highly coupled and are initiated in different funding cycles
(Dickinson et al., 2021).

e Pharmaceutical companies such as Pfizer, Roche, Novartis, and Merck have noted the importance of
portfolio management for clinical trials that compete for patients, physicians, manufacturing capacity,
regulatory personnel, and specialized laboratories (DiMasi et al., 2016). At least one author has
reported that risk quantification in pharmaceutical research and development often does not capture
the full extent of a company's exposure to financial risk (Oreskovich & Gittins, 2016).

All of these examples testify to a tendency toward under-evaluating the risk caused by competition for
necessary resources among the different activities that occur within the enterprise-wide portfolio.
Improvement in that area of concern is one of the focal points of the methodology presented in this paper.

1.4 Accounting for Tacit Insights

When considering the benefits vs. costs of new technology developments or the potential for new
knowledge to be gained from an enterprise-level portfolio, wherein the nature of new programs or activities
that may be spawned in the future is not known, the expression of the tacit insights of those involved may
take the form of intuitive degrees of enthusiasm, excitement, optimism, or concern informed by analysis
and experience. It is natural for these to be adopted as additional performance measures to be considered
in the overall evaluation, although there is not yet a widely accepted formalism for doing it.

There are real-world instances where placing emphasis on the values and intuitive knowledge of those most
directly involved during decision making has led to far better results in the long term than relying only on
a prediction of expected revenues or the achievement of near-term mission goals. A famous example
emanates from the work of Ikujiro Nonaka (Nonaka, 2007), whose studies showed how an orientation
toward knowledge creation can lead to much greater mid-term to long-term success than an orientation
toward revenue. His work helped explain why companies like Mazda and other Japanese car companies in
the 1970s and 1980s had much greater success than American and European car companies during that
period. In the words of Valerie Lynch, chairman and technology consultant for AND Technology Research
in Great Britain (Lynch, 2025), “the importance of capturing tacit knowledge has been highlighted through
the study of Japanese companies where it was shown that tacit knowledge shared between team members
is instrumental in achieving good outcomes from work in innovation.”



2. The Shared Importance of Programmatic and Aspirational Objectives

Enterprise-level executives operate with two fundamentally different objective types simultaneously:
programmatic objectives (deliver Program X on time and within budget, maintain compliance with
regulations, achieve operational key performance measures) and aspirational objectives (become the market
leader in a new competitive segment, build resilience for an uncertain future, promote transitions to next-
generation technology). Programmatic objectives have natural risk-quantification methods, whereas
aspirational objectives mostly do not. They tend to be directional, long-horizon, and often unmeasurable

in the same units as programmatic delivery risk.

Some example programmatic objectives that pertain to a mission oriented enterprise are as follows:

1.
2.

Likewise, some corresponding example aspirational objectives that pertain to a mission oriented enterprise

Mission Achievement Objective: Produce a stated set of mission-related results

Mission Reliability Objective: Achieve high mission reliability by exploiting designs and
operational processes that are robust and by emphasizing integration of technologies that have
become reasonably mature

Mission Sustainability Objective: Cultivate a broad base of support for ongoing future funding,
have at most a manageable impact on pre-existing contracts, and enable a smooth transition
from current operations

Mission Schedule Objective: Deliver the results on a schedule that is agreeable to the customer
or funding agency and that accommodates sufficient margins to support unplanned delays

Mission Cost Objective: Deliver the results within the funding that is provided by the customer
or funding agency and that accommodates sufficient margins to support unknown and
underappreciated costs

Mission Safety Objective: Do not produce mission scenarios that have inordinately high risk
and complexity with high potential impact on human safety and property protection

Cybersecurity Objective: Be amenable to safeguards and provisions that provide a specified
level of protection against cyberattacks perpetrated by malevolent individuals, terrorist groups,
or adversarial nations

Workforce and Infrastructure Objective: Be consistent with an ability to retain or develop the
critical skills and research facilities needed to achieve the first seven objectives and do not
seriously impact the status of critical skills or research facilities needed to support other
national or enterprise priorities

are as follows:

1.

2.

Extensibility Objective: Provide the opportunity to demonstrate technology, systems, and
operations that will be important in future programs and ventures

Technology Innovation and Transfer Objective: Enable technology maturation, foster the
development of new modes of operation, create new technologies and new engineering
knowledge, and disseminate this technology and knowledge to multiple stakeholders

Public Engagement Objective: Cultivate the potential to inspire current and future generations,
educate the public about the opportunities and societal benefits gained from the mission, and
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motivate young people to pursue an education in science, technology, engineering, and
mathematics

4. Global Partnership Objective: Provide the opportunity to strengthen and expand international
partnerships

The best enterprise-wide methods for portfolio building and management are ones that build a
communication network between these two objective types so that a single portfolio governance process
can consider both and achieve a proper balance.

3. Methodological Framework for Addressing Risks to Enterprise-Level Programmatic and
Aspirational Objectives during Portfolio Planning

3.1 Overview

The risk analysis methodology that is proposed in this paper is synopsized in Figure 1. It depicts an
integrated probabilistic analysis approach for evaluating programmatic and aspirational objectives founded
on Monte Carlo sampling of uncertainty distributions and iterations on resource allocations.

As shown in the figure, traditional Monte-Carlo-based approaches that are applied in project-specific risk
analyses have to be modified to simultaneously consider an entire portfolio of programs that interact with
one another, as well as an entire set of enterprise-level programmatic and aspirational objectives that also
interact with one another. This interactive formalism enables risks and opportunities to be aggregated from
the lowest levels of the organization to the very top levels.

Given a proposed enterprise-level portfolio and a proposed allocation of resources across the programs and
activities that constitute the portfolio, the first part of the risk aggregation formalism occurs in Charts A, B,
and C across the top row within the Monte Carlo loop in the figure. The models generally pertain to the
evaluation of performance measures that apply to technical performance, safety performance, physical
security, cybersecurity, schedule, and cost, all evaluated at project and program level. The nuances of the
evaluations in Charts A, B, and C will be explained at some level of detail in Sections 3.3 and 3.4.

The second part occurs in Charts D through K, where the models include a combination of quantitative and
gualitative analysis methodology at enterprise level. Part of the quantitative portion concerns an evaluation
of the total monetary value of the entire portfolio of programs, covering all sources of monetary benefit that
are quantifiable (Charts H and ). However, the quantifiable monetary value does not tell the whole story,
because the ultimate value of the portfolio includes aspects that are resistant to monetary quantification.
An example is the future value of new technologies that may have applications that cannot be known at
present; another is the knowledge gained during operation from exploring new ground for which the
potential for useful data is unknowable in the present (Charts F and G). Also, the portfolio planning
evaluation incorporates an assessment of how schedule risks due to critical milestone slippages within the
programs that comprise the portfolio impact the successful accomplishment of each enterprise-level
objective (Charts D and E). Other measures of performance that influence portfolio planning are not
specifically detailed in Figure 1 but are alluded to in Chart K of that figure and will be addressed later in
Section 3.8. These include the overall cost risk, the overall safety risk, the overall cybersecurity risk, and
the strategic benefit of collaborations with corporate partners, educational institutions, and international
partners.
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The more qualitative portion of the evaluation generally applies to the aspirational objectives of the
enterprise. It relies on ascertaining the fundamental concerns, values, and tacit insights of the enterprise’s
stakeholders, customers, and partners. These are integrated into models that determine how the
performance measures obtained from the results of the programmatic evaluation can affect the potential for
success of the aspirational objectives. The nuances of the aggregation of risks and benefits from program
level to enterprise level will be treated in more detail in Sections 3.5 through 3.8.

For attribution purposes, Figure 1 and the discussions in the following subsections have been informed by
analogous figures and discussions published by the present author in (Benjamin, 2025); however, the
contributions in this paper expand significantly beyond that original source. Both sources, in turn, are an
outgrowth of guidance provided in the 2024 NASA Risk Management Handbook for which the present
author was a co-author (Dezfuli et al., 2024a, 2024b).

3.2 The Overall Purpose and Composition of Resource Allocation

The purpose of allocating resources across an enterprise’s portfolio is to ensure that the stakeholders’
degrees of concern about not adequately achieving each programmatic objective are as low as reasonably
achievable and their degree of enthusiasm about achieving each aspirational objective are as high as
reasonably achievable. Inherent in this intent is a sense of balance: i.e., that none of the degrees of concern
are inordinately high and none of the degrees of enthusiasm are inordinately low. The allocation typically
comprises funding resources, human resources, facility and equipment resources, IT resources, testing
resources, training resources, technology investment resources, supply chain resources, and operational
resources. The rationale for balancing allocations across programs to best achieve all of the enterprise’s
stated objectives will be explored in more detail in Sections 3.8 and 5.1.

3.3 Program Model and Input Uncertainty Distributions

Regarding Chart A in Figure 1, the program-level uncertainties that may be sampled in the Monte Carlo
process emanate from a variety of sources, which may be observed more clearly by referring to an enlarged
and more detailed version of that chart (see Figure 2). First, there may be uncertainties about which of
several alternative models best describes a system response or a physical process. Uncertainties in
modeling are an important contribution to the overall uncertainty in the calculation of performance measure
risks that is unfortunately left out of many risk analyses. The easiest way to account for them, when
modeling uncertainty is considered to be significant (as it would be when new technology is being
developed and implemented), is to propose several models that have the backing of subject matter experts,
and let the experts weight them based on their judgment of their relative likelihood of being correct within
the context of the program. The weights form a probability scale from which different models can be
selected for different Monte Carlo iterations. The sampling of alternative models is shown schematically in
the upper left graphic in Chart A.

Other input uncertainty distributions depicted in Chart A include system design parameters, environmental
parameters, material properties, event occurrence probabilities or frequencies, and leading indicator values
for the determination of the contribution from unknown and/or underappreciated risks. Uncertainty
distributions for each of these are established by the risk analysts in conference with subject matter experts.
The sampling of model input distributions is illustrated in the top right graphic within Chart A.
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Figure 2. More detailed rendering of Chart A in Figure 1.

Among the inputs that are sampled in the top-right graphic are the frequencies of occurrence of events or
conditions that taken together, in various combinations, can lead to risk scenarios. The bottom-left graphic
in Figure 2 suggests that in general, when dependencies between programs are taken into account, a separate
sampling of the risk scenarios has to be made for each Monte Carlo iteration in order to determine the
particular scenario(s) that apply for that iteration. This provision is often not necessary when the
dependencies between programs are not of issue, as would be the case when the analysis is program-specific
rather than portfolio-inclusive. In that case, the models can be framed to work with scenario frequencies
as inputs, and the evaluation may be based on an aggregation of frequencies using Boolean algebra rather
than an aggregation of occurrences. The practical necessity of working with occurrences rather than
frequencies when inter-program dependencies are important leads to an increase of the number of Monte
Carlo iterations that are needed but does not otherwise change the overall methodology.

Regarding the bottom-right chart in Figure 2, once leading indicator uncertainty distributions have been
sampled, they may be applied through the use of analogous but different models to determine the
incremental effect from unknown and underappreciated (U/U) scenarios upon the performance measure
values previously calculated considering only known scenarios. Each model applies to a particular measure
of performance and takes the form of a correlation between the U/U adjustment to be made for that
performance measure and the relevant leading indicators. For example, there could be a separate U/U
adjustment model for program cost, delivery date, technical maturity level, number or probability of
fatalities, and time needed to recognize and resist a cybersecurity attack.

Two of the references, (Benjamin et al., 2016) and (Benjamin, 2025), provide details about the data and
methods that can be used to develop correlations for U/U risk adjustments and present actual results that
have been obtained for selected performance measures within the domains of cost, schedule, and safety
performance. In general, it has been found that the potential magnitude of U/U risk adjustments compared
to risks from known scenarios depends upon a composite of the following factors (Bearden, 2008), (Perrow,

9



1999), (Mars Climate Orbiter Mishap Investigation Board, 1999), (U.S. Government Accountability
Office, 2015):

e Complexity in the design of the system or in the supply chain, system development, or
operational procedures

e Use of tightly coupled subsystems that make it difficult for operators to comprehend the status
of a system during real-time operation

e Scaling of existing technologies beyond the domain of knowledge

e Use of fundamentally new technology or fundamentally new application of an existing
technology

e History of management oversight problems, or a hierarchical management style with
insufficient attention paid to concerns at lower organizational levels

e Management priorities focused toward meeting schedules and costs over the other
programmatic domains, causing high stress levels

e Frequent changes of requirements or funding profiles

e Supplier or contractor financial difficulties

The two Benjamin references cited in the preceding paragraph also provide a canvassing of military and
commercial system reliability experience, human reliability experience, commercial nuclear reactor severe
accident experience, and Government-sponsored space system experience to provide correlation
suggestions. The results make it clear that the relative magnitude of the U/U adjustments can be large
compared to the baseline calculation if these leading indicators combine synergistically.

Once they are derived, the U/U adjustment correlations themselves have uncertainties, as depicted
schematically by the distribution shown in the lower right graphic of Figure 2. These correlation
uncertainties are reflected in the fact that there is often more than one postulated equation form that may be
applied to obtain a reasonable correlation and that the parameters within each equation have inherent
uncertainties due to data sparsity. During the Monte Carlo analysis process, the correlation uncertainties
can be accounted for by sampling alternative correlation equations per the top left graphic in Figure 2, and
for each equation form, by sampling input parameter uncertainties per the top right graphic.

3.4 Characterization of Inputs, Models, and Outputs Applicable to the Assessment of Program Risks

Chart B of Figure 1, which is enlarged in Figure 3 below, provides a schematic look at the performance
measure inputs, models, and outputs that are typical in an evaluation of interfacing program-level risks. At
the program level, these elements generally pertain to the risk domains of technical performance, schedule,
cost, safety, physical security, and cybersecurity.

The schematic is of course simplified in that it only begins to depict the complexity involved in dealing
with models that interact heavily with one another. The degree of complexity in this endeavor is suggested
by Figure 4, which provides a partial list of commonly-used models that may comprise such an analysis,
along with some of the corresponding sampled input parameters that need to be provided to the models and
some of the output metrics whose probability distributions evolve from the Monte Carlo execution of the
models.
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Figure 5 illustrates more specifically the interactions between models, inputs, and outputs for a particular
hypothetical example relevant to NASA, in which it is planned for a science package to be transported to
and put into orbit around a distant planet or moon within our solar system. While still simplified, this
example helps clarify the nature of the interactions that need to be accounted for in the calculation of
program-level risks.

3.5 Characterization of Degrees of Concern for Enterprise-Level Portfolios Caused by Schedule Risks

One of the principal factors to consider during enterprise portfolio planning and operational risk and
opportunity management is the risk to each enterprise objective that is promulgated by the potential for
significant slippages in meeting critical milestones. Many enterprises consider how well the organization
is doing by concentrating on lagging indicators (i.e., the amount of slippage that has occurred during the
prior year) rather than looking at the risk of slippages in future years. This makes it difficult to be proactive
in understanding the potential future effect of milestone risks on enterprise objectives.

The relationship between schedule risk and risk to objectives is usually clear at the level of individual
programs, where the time to deployment and operation of a system is in itself a programmatic objective.
However, the relationship is less clear for enterprise-level objectives, which are much broader in scope than
program objectives. For example, slippages in critical milestones during the development phase of an
exploratory program whose objectives include knowledge discovery do not easily translate through
guantitative models into degrees of concern about meeting the long-term objective of stimulating the public
and inspiring students to undertake an education in STEM, which is one of the enterprise-level objectives
listed in Section 2.
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Example Input Distributions

Example Performance Models

-

Model Believability Ranking Distributions

Historical data

Model verification and validation status

Model rigor relative to program importance/maturity
Expert judgment elicitation

Model Input Constants and Distributions

Design specifications and parameter values

Operational specifications and parameter values
Environmental conditions affecting operation

New technology concept definitions and parameter values
Availability of critical components and testing facilities
Allocations of human resources in each area of need
Funding expectation vs. time

Time needed to prepare adequate cases for safety and security

Additional time needed to obtain required approvals

—

Leading Indicator Index Constants and Distributions

Design or interface complexity

Extrapolation beyond domain of knowledge

Reliance on new technology

De-emphasis of quality control and safety

Lack of clarity in roles and responsibilities
Hierarchical management style or deficient oversight
Ineffective cross-organizational communication protocols
Stressful work environment

Narrow margins compared to good practice

Lack of defense-in-depthiin critical areas

History of requirement creep

National economic or political headwinds

Event Likelihood Constants and Distributions

Explicit changes in requirements or stated plans
Explicit changes in economic indicators

Specific changes in personnel or facility availability
Specific environmental events or acts of God
Specific cyber intrusions or attacks

Specific hardware or software failures

Specific human errors of commission or omission
Specific management actions

Specific externally imposed actions

Specific technology development snags

Specific test failures

Specific other departures from assumptions

Cost, Schedule, and Resource
Needs Models

Historical data mining and
analogy analysis
Parametric task cost and
duration estimation
Multi-point task cost and
duration estimation
Expert judgment

Work breakdown
structures

Critical path diagrams

* PERTcharts

*+ Gantt charts

Risk adjustment
correlations to account for
U/U risks

Example Output Measures

Safety, Security, and
Technical Performance
Models

Historical data mining and
analogy analysis

Graded analysis logic
models (hazard analysis,
event trees, functional
fault trees, influence
diagrams)

Graded analysis
phenomenological models
(structural loads &
capaciities, thermal loads
& capaciities, fluid flows,
energy transfer,
radioactive dispersal)
Red-team cyberattack
simulation

Expert judgment
Experience-based models
for time to recovery after
an accident or attack

U/U risk adjustment
correlations

Programmatic Performance
Measures

Time and cost for
developmentand
deployment

Operational cost per year
Technical PMs, such as
range and power levels
achieved

Amount and quality of
data collected

Probability of loss of
mission during operation
Probabilities of public
fatalities, worker fatalities,
serious injuries, and
serious illnesses during all
program phases

Extent of property damage
and environmental
contamination

Time for a cyberattacker or
other adversary to gain
access, steal sensitive data,
compromise command-
and-control software, or
perpertrate other damage
Number of senior/junior
FTEs in the required
disciplines (e.g., design,
structural and analysis,
testing, instrumentation,
system integration,
information technology,
and cybercurity)

Number and quality of
training courses in each
area of need

Technical readiness levels
Testing facility readiness
and availability

Other required equipment
readiness and availability

Figure 4. Synopsis of input distributions, performance models, and outputs that may be included in the
programmatic performance measure evaluation portion of the Monte Carlo analysis.

12




— Attack
Probability
— Attacker
Sophistication
— Data Interfaces — Spacecraft
— Data Interface Structure Mass — T
Strength of — Launch Reliability Insertion |
H 1
Performance Protection | RTG Load - ™ Reliability '
Parameters: — Firewall Bypass . 1
Event I Nominal RTG Atmospheric '
Probabilities Structural [ Density !
Capacity !
1
i
+ Cybersecurity Safety v Safety E
H - 1
5D°mi'," 1. Cyberattack 2. Offsite 3. Planetary !
Ape‘l:l fc ] Vulnerability Consequence Contamination i
nalyses: Model Model Model !
i
1
)
I
1
1
i
1
Performance Cataliti :
Measures: Likelihood atajues, Probability of '
Adversary atent Cancers,) Plutonitﬁym i
Penetrates or Property Contamination '
Defenses Damage |
:
1
Ll
1
1
; -
)
= = m e e B
1
L}
1
1
i
1
1 — Historical Downtimes
i r Science Package | Post-Mortem Review
: Tech. Readiness Schedule
' Level - IT Manpower
' - Nominal Science Firewall Type »| Availability
E Package Life | Budgeted — Nominal — Commercial Product
' — Launch Vehicle Science Package| Spacecraft Availability
: Payload Capacity Mass Developmt Time | Commercial Product
' | Spacecraft | Time to End of > Nominal Science Cost
! Insertion System Launch Window Package ! | Testing Cost
i Mass Developmt Time
e
.
v Technical Schedule Cost Operation
7. Enterprise-
C:I-Ile)cattiZn 5. Project 6. Project Cost Wide Attack
Schedule Model Model Recovery
Model Model
Science
— Package—
Mass

Time to Downtime
Months of Launch Total Project After
Data Collection Readi Cost Successful
eadiness Attacck
~ ~

Uncertain Parameter
Deterministic Parameter

Figure 5. Synopsis of the interactions between models, inputs, and outputs for a hypothetical example
relevant to NASA.
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While the risk of individual milestone slippages is determined quantitatively within the programmatic
analysis depicted in Charts A, B, and C, understanding the corresponding risk to enterprise objectives
requires a more qualitative analysis. The importance of individual schedule slippages on enterprise
objectives depends on the relative importance of each program, individually and in combination, with
respect to each enterprise objective, which introduces an element of subjectivity.

The treatment of this issue is most easily approached by eliciting information from those most directly
affected, namely executive management, their committees of expert advisors, and the principal
stakeholders. Implicit in this elicitation is the assumption that the most directly affected people have an
intuitively sound basis for registering degrees of concern about how various combinations of slippages in
critical milestones affect the viability of the enterprise’s ability to meet each of its objectives.

The elicitation approach and building of functional relationships consistent with the elicitation results are
schematically illustrated in Charts D and E of Figure 1, which are reproduced in a more readable size in
Figure 6 below. The respondents are asked to provide their degrees of concern for a handful of
combinations of milestone slippages, with separate results obtained for each of the enterprise-level
objectives. Formal expert elicitation methods such as the Delphi method (Linstone & Turoff, 1975), the
Sheffield Elicitation Framework (Gosling, 2018), the Analytical Hierarchy Process (Saaty, 1987), and
Multi-Attribute Utility Theory (Weirich,, 2012) may be used to help guarantee that the results obtained are
consistent and representative of the respondents’ true beliefs.

ChartD
Chart E SDOC; = f;((CMSS,li € )

1 ® i
\
08 08
Schedule O Schedule ‘
Degree of 06 O Degree of 06 ‘
Concern 4, Concern g, “
0.2 » 02
0 S

My,

(] 4 S~
St o) . page
el S\p
wiest”

Figure 6. More detailed rendering of Charts D and E in Figure 1.

The equation at the top of Chart E reads as follows: “The schedule degree of concern (SDOC;) for enterprise
objective j is a function of the slippage amounts of the various critical milestones (CMSS;) that relate to
objective j.” Also, the dimensionality of the graphics in Figure 6 is notional. It could be higher or lower
than the two dimensions shown in the figure.

The elicitation of degrees of concern from different stakeholders will almost certainly result in different
results for Charts D and E if considered individually as opposed to being amalgamated into an average over
all the respondents. As was discussed relative to Chart A in Figure 2, and in particular the upper-left graphic
within that chart, different functional relationships resulting from different stakeholders can be treated as a
source of modeling uncertainty and can be incorporated into the Monte Carlo analysis protocol as such.
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To properly account during the sampling process for stakeholders’ diversity of opinions regarding the
functional relationships between schedule degrees of concern and enterprise-level programmatic
performance measures, a credibility weighting factor would need to be determined for each respondent.
The weight could be obtained by using accepted means for assigning credibility to respondents based on
the respondent’s experience, repute, and record of success (e.g., Cooke, 1991). These weights would
govern the relative number of times each elicited functional relationship would be selected during the Monte
Carlo process.

The results obtained from this enterprise-level schedule analysis can be plotted in the form of a set of heat
maps, as shown schematically in Figure 7. The varying intensity within each bar reflects the density
function for the schedule degree of concern obtained from the Monte Carlo analysis.

1.0 1.0 1.0
Candidate Portfolio 1 Candidate Portfolio 2 candidate Portfolio 3
Monte Carlo Sample Results Monte Carlo Sample Results

Monte Carlo Sample Results
0.8 |—

0.8 |— 08

06 |—

04 |— I I I
0.2 |— I
I
1 2 3 4 5

0.6 | 06 |—
0.4

04 |— I I - I
0.0 L 1 1 1 | 00 [ I
1 2 3

1 2 3 4 5
Enterprise Objective Enterprise Objective

Schedule Degree of Concern
Schedule Degree of Concern
Schedule Degree of Concern

0.0

4 5

Enterprise Objective

Figure 7. Heat maps illustrating hypothetical results from the Monte Carlo analysis pertaining to
schedule degree of concern at enterprise level.

Additionally, to aid communication between executive management and risk management technical leads
and practitioners, the mean values of SDOC for each objective can be plotted on a spider chart, as shown
in Figure 8. The spider chart format introduces regions of risk tolerability denoted as acceptable (green),
marginal (yellow), and intolerable (red). The term risk, in this context, is taken to be synonymous with the
term degree of concern.

3.6 Characterization of Degrees of Enthusiasm or Excitement Associated with the Development of New
Technology and the Potential for Discovery of New Knowledge

A risk-informed evaluation of the relative merits of alternative enterprise-level portfolios and the
operational success of a selected portfolio depends upon a clear understanding of how the risks are balanced
against the opportunities. While the preceding section presented a methodological formulation for
assessing enterprise-level risks, the present section provides a comparable formulation for enterprise-level
opportunities. Charts F, G, H, I, and J in Figure 1 summarize the methodology.

Charts F and G are reproduced below in Figure 9 and address the potential scientific and motivational value
of new technology development and new knowledge discovery. Both of these attributes have monetary
value, and it would be ideal if they could be evaluated in monetary terms. This is not realistically plausible,
however, because many of the future uses of the new technology and the specifics of the new knowledge
to be gained are not yet known and will only become known in the future. Therefore, the figures of merit
are more accurately represented by attributes that emanate from tacit information possessed by the
enterprise’s stakeholders and partners, as well as other beneficiaries such as educational and scientific
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institutions and the public at large. These tacit insights can best be mined by eliciting their degrees of
enthusiasm or excitement for the potential future uses of the new technology to be developed or the new
knowledge to be gained.

Aggregated Degree of Concern about Schedule Risks on Enterprise-Level
Objectives for Three Candidate Portfolios

Mission
Objective

Reliability Key to Candidate Portfolio
Objective

Partnership
Objective .

== Portfolio 1

e Portfolio 2

e Portfolio 3
Engagement Safety
Objective - ~ Objective
Key to DOC Rankings
|:| Acceptable (0.00 <DOC<0.10)
: P ~ Cybersecurity :
Innovation rsec [] Mmarginal (0.10<DOC<0.25)
Objective Objective

[] Intolerable (0.25<DOC<1.00)

Extensibility Infrastructure
Objective Objective

Figure 8. Spider chart illustrating the mean values of hypothetical results from the Monte Carlo analysis
pertaining to schedule degree of concern at enterprise level.

The respective equations in Figure 9 denote that technology development degree of enthusiasm (TDOE) is
a function of the vector of programmatic performance measures that pertain to the performance of the new
technology (NTPM), and the knowledge discovery degree of excitement (KDOE) is a function of the vector
of programmatic performance measures that pertain to the success of data collection during operation

(DCPM). Those programmatic results emanate from Charts A, B, and C.

Chart F Chart G

New technology
development
potential: degree of
stakeholder & partner
enthusiasm (TDOE) as
a function of new

New knowledge
discovery potential:
degree of public &
scientist excitement
(KDOE) as a function
of data collection

tifgsséongzg ;:{2; ) performance
(NTPM) measures (DCPM)
TDOE = F(NTPM —) KDOE = G(DCPM -)
ScaleofOto 1 Scale of Oto 1

Figure 9. Enlargement of Charts F and G in Figure 1.
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As an example, if the intent of a technology initiative is to develop and implement a new type of automobile
engine that exceeds the performance capability of existing engines and can be implemented within a
reasonable timeframe, the performance measures whose values could affect the degree of enthusiasm of the
executives in the automotive company and their customers would likely include (a) the engine’s energy
conversion efficiency, (b) the achievable thrust and range, and (c) the probability that the new engine would
not induce an automotive failure leading to a fatal accident. Arrangements would be made to include these
in the set of programmatic performance measures evaluated in Charts A through C.

In addition, certain schedule and budgetary performance measures, such as (d) the time it would take to
achieve operability and satisfy regulations, and (e) the availability of the required supply chain, would also
likely affect executive and customer enthusiasm for the new technology, but these would likely be lower-
order effects. Evidence for this is provided by NASA’s experience, wherein enthusiasm for the Space
Shuttle and James Webb Space Telescope initiatives remained high during program development and
operation and after program completion, even though the schedules and costs of both programs greatly
exceeded the initial plan. Thus, these measures would be included in the programmatic analysis but would
be secondary considerations in the elicitation processes for determining customer degrees of enthusiasm or
excitement.

The process for eliciting information from the stakeholders, customers, partners, educators, scientists, and
public and converting the elicitation results into functional relationships is basically the same as the process
described in the preceding section for evaluating enterprise-level schedule degrees of concern, and so the
graphics in Figure 6 (Charts D and E) apply here in concept as well. However, in addition to the expert
elicitation methods listed in Section 3.5 for characterizing degrees of concern about schedule impacts on
enterprise-level objectives (i.e., Delphi, Shelf, AHP, and MAUT), there are other methods that are
especially applicable for mining stakeholders’ tacit knowledge in order to rate degrees of enthusiasm and
degrees of excitement for aspirational objectives.

In particular, Adaptive Comparative Judgment (ACJ) processes take advantage of the fact that pairwise
comparisons turn out to be much more accurate than absolute rankings for aspirational objectives when it
is not possible dissect the experts’ tacit knowledge into specific measures of performance. Examples of the
ACJ approach include the Thurstone Case V model (Thurstone, 1927) and the Bradley-Terry model
(Bradley & Terry, 1952). As a further enhancement, some researchers have combined the ACJ approach
with a value-function anchoring process in order to increase stability by anchoring the rankings to defined
best-case and worst-case reference values. Others, however, have warned that this approach has the
potential to introduce unwanted biases (e.g., Keeney & Raiffa, 1976). One way around this may be to have
each stakeholder propose their own anchor and to use this information to randomize the anchor during the
Monte Carlo process in order to minimize individual biases. This would be a good topic for additional
research.

The results obtained from the analysis can be plotted in the form of a set of heat maps, as shown
schematically in Figure 10. As before, the varying intensity within each bar reflects the density function
for the enterprise-level performance measures (TDOE and KDOE) obtained from the Monte Carlo analysis.

3.7 Calculation of Quantifiable Monetary Value and Characterization of Associated Degrees of
Enthusiasm

Charts H and | of Figure 1, which are reproduced in Figure 11 with additional details included, depict the
process for evaluating the quantifiable portion of the monetary value of each portfolio. Contributions to
the quantifiable value include the following, as examples:
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e Near-term financial return from sales to customers or from additional funding from sponsoring
agencies

e Longer-term financial return from sales or additional funding based on existing knowledge of
how the programs in the portfolio will spawn new programs

e Projections based on current knowledge of how technology transfer to commercial enterprises
will translate to financial gains for them

e Projections of how public enthusiasm about the programs in the portfolio will lead to STEM
commitments among the younger generation with resultant quantifiable increases in human
resources for the enterprise or its partners

Stakeholders’ and Partners’ Degree of Enthusiasm for Public and Scientists’ Degree of Excitement
Portfolio-Wide New Technology Development for Portfolio-Wide New Knowledge Discovery
1.0 1.0
Monte Carlo Monte Carlo
Sample Results Sample Results
0.8 |— 08 |—
E -
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g 0.4 |— g 0.4 |—
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0.2 |— 0.2 |—
1 2 3 1 2 3
Candidate Portfolio Candidate Portfolio

Figure 10. Heat maps notionally illustrating new technology degrees of enthusiasm and knowledge
discovery degrees of excitement obtained from results of the Monte Carlo analysis.
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Figure 11. More detailed rendering of Charts H and | in Figure 1.
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As discussed earlier, they do not include sources of revenue from future activities that cannot even be
conceived of at the present time.

The monetary evaluation is based on verifiable and validated quantitative models. The inputs to the
evaluation include both economic and financial inputs as well as the applicable programmatic performance
measure results obtained from Charts A, B, and C. The latter provides information about the status of
performance for each program in the domains of technical achievement, safety, physical security,
cybersecurity, program schedule, and program cost, all of which affect the evaluation of monetary return.
In equation form, the portfolio quantifiable monetary value (MV) is a function of the vector of economic
and financial inputs (EFI) and the vector of applicable programmatic performance measures (PPM), as
follows:

MV = H(EFI,PPM) (1)

Similar to the results depicted earlier in Figures 7 and 10, the results obtained from the monetary analysis
can be plotted as a set of heat maps, shown schematically in Figure 12. The varying intensity within each
bar reflects the probability density function for MV obtained from the Monte Carlo analysis. It is useful to
show the MV density function side-by-side with the density function of the cost of the portfolio, so that
decision makers can readily infer the ratio of benefit to cost.
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Figure 12. Heat maps notionally illustrating the enterprise-level portfolio cost and the quantifiable
monetary value of the portfolio obtained from results of the Monte Carlo analysis.

Finally, by applying the specialized elicitation processes discussed in Section 3.6, each stakeholder’s degree
of enthusiasm about the quantifiable monetary value of the portfolio can be specified in terms of a
constructed function. For example, the relationship MDOE = H(MV—C), originally presented in Chart J of
Figure 1, specifies this degree of enthusiasm in terms of the quantifiable monetary profit (value minus
portfolio cost). Alternatively, the relationship MDOE’ = H(MVIC) expresses it in terms of the cost-
normalized monetary value (value divided by cost). Either approach provides a basis for comparing MDOE
with the aspirational figures of merit in Figure 9, namely TDOE and KDOE.
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3.8 Enterprise-Level Comparison of the Balance Achieved between Programmatic and Aspirational
Risks and Opportunities

For the example considered in this section, eight key attributes are assumed to affect the risk-informed
decision making process during enterprise-level portfolio selection. The first four concern performance
measures associated with the degrees of enthusiasm or excitement generated by (1) new technology
developments, (2) the potential for new knowledge discovery, (3) the benefit of strategic partnerships, and
(4) the quantifiable portfolio monetary profit. The second four involve performance measures associated
with degrees of concern about the aggregated enterprise-level risks associated with (5) schedule slippages,
(6) cost overruns, (7) safety shortcomings, and (8) cybersecurity vulnerabilities. The objective is to achieve
a proper balance between these eight attributes.

To provide a consistent comparison between them, it is best to convert the conversation about enterprise-
level programmatic risks from degrees of concern to degrees of acceptance. The latter is the complement
of the former (e.g, SDOA = 1 — SDOC, where SDOA is the schedule risk degree of acceptance and SDOC
is the schedule risk degree of concern). The degree of acceptance reflects the stakeholders’ confidence that
the enterprise’s overall schedule risk, cost risk, safety risk, and cybersecurity risk will be satisfactorily
contained. The reason for this inversion is that it allows the results for the programmatic risk attributes to
be compared directly with the results for the other attributes, which are positive rather than negative.

In addition, for summary purposes only, it is often best to use a single figure of merit for SDOA which
includes combined consideration of the several values of SDOC; (one for each enterprise objective j). The
purpose is to balance the presence of the various attributes in the portfolio selection process; otherwise
schedule risk would be over-represented. One method for doing this is to define an overall schedule degree
of acceptance as follows:

0SDOA = 1—3,;w;(SDOA); )

where the weighting factors, w;, are obtained from the respondents in the elicitation process and represent
their assessment of the relative importance of each objective j to the enterprise. The linear weighting may
not be the perfect representation but it is expected to be adequate for this purpose.

To facilitate communication about the results of the attribute evaluation to management, it is again possible
to take the mean values obtained from the Monte Carlo analysis and present them on spider charts, as shown
in Figure 13. The upper part of the figure portrays a spider-web contour for each of the different resource
allocations made within the outer loop in Figure 1, with a separate chart being provided for each candidate
portfolio. For Portfolio 1 in this example, Allocation 1 results in high ratings for the technology
development, knowledge discovery, and strategic partnership attributes but low values for the monetary
value, schedule risk, cost risk, safety risk, and cybersecurity risk attributes, whereas Allocation 2 results in
the opposite. Allocation 3 provides a balancing of the attributes, which would constitute the optimum
allocation according to Principle 4 in Section 1.2.

An important benefit of the displays of the results for different resource allocations is that it assists
management in implementing a risk-informed process for allocating resources across its programs and other
activities without necessarily committing them to the specific “near-optimal” resource allocation that results
from the analysis after completion of the outer iteration loop. In other words, the intent is for the
deliberation on resource allocation to be risk-informed rather than for the decision to be dictated by the
analysis.
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Figure 13. Example spider chart comparing the results from the Monte Carlo analysis pertaining to eight

key attributes for three candidate enterprise-level portfolios.

The lower part of Figure 13 portrays the spider-web contour of the attribute results for each candidate
portfolio after the resource allocation for the portfolio has been optimized. Thus the contour for Portfolio
1 in the lower part of the figure corresponds to the contour for Resource Allocation 3 in the upper part of

the figure.
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For this hypothetical set of results, the recommendation would be in favor of Portfolio 3 over Portfolio 1 or
2 according to Principle 4, because that portfolio best optimizes the balance between competing objectives
at the enterprise level. This follows from the fact that the minimum score over the eight attributes for
Portfolio 3 is the highest for all the portfolios, having a value of about 0.78 out of 1.00 for the overall
cybersecurity risk degree of acceptance and no less than that for the other seven attributes. This value is
better than the result for Portfolio 2 at about 0.63 (for the safety risk degree of acceptance) and for Portfolio
1 at about 0.43 (for the new technology degree of enthusiasm).

4.  Applying the Methodological Framework to Portfolio Risk Management during Operational
Execution

After an enterprise-level portfolio has been accepted and put into operation, the evaluations and results
depicted notionally in Figures 7, 8, 10, 12, and 13 can be updated on a recurring basis to incorporate new
data and changes in understanding that come to light during operation. This updating and the actions that
result from it are a part of enterprise portfolio operational risk and opportunity management.

For this purpose, as stated earlier, one of the values of spider charts like Figure 8 that incorporate risk
tolerance rankings is that they readily convey which risks are of most concern and need to be managed
through controls or risk mitigation actions. In the example of Figure 8, the risks to the enterprise’s mission
and extensibility objectives for candidate portfolio 1 are shown to be intolerable, and so the critical
milestone slippages that matter to these objectives would need to be addressed. How they should be
addressed hinges on identifying the events or conditions that drive those milestone slippages, and this can
be determined by examining the logic models that comprise Chart B in Figures 1 and 3.

For example, Figure 14 presents a fault-tree-based depiction of the events and conditions leading to slippage
in a project milestone that has been determined to be of concern. Specific risk scenarios, common root
causes of the scenarios, and leading indicators that cause the milestone to slip to an excessive level of
discomfort are identified in this fault tree. Their relative importance in producing the slippage can be
determined by performing sensitivity analyses in which the relevant risk scenarios, common root causes,
and leading indicators are deleted, individually or in selected combinations, from the modeling and the
effects of these deletions on the milestone slippage are determined via a reduced Monte Carlo analysis. The
results provide the basis for suggesting controls and mitigation actions that should prove to be successful
in reducing the enterprise-level risks that are of most concern.

This process may lead to more than one candidate control or mitigation alternative. Each alternative can
be evaluated separately by repeating the full Monte Carlo analysis to obtain a chart comparable to Figure
8. An example is shown in Figure 15. Decision makers can then select from among the alternatives
knowing how much each improves the level of risk tolerability over all objectives.

During operational risk and opportunity management, a useful refinement is to present the schedule risk to
each enterprise objective not only “en masse” but also on a yearly basis to provide more insight into the
timing of the risks. For that purpose, the equation at the top of Chart E in Figure 6 changes to the following:

SDOG; ke = fj ({CMSS;|i € j, k}) 3)

which states that the overall schedule degree of concern for year k relative to enterprise objective j is a
function of the slippage amounts of the various critical milestones that occur during year k and relate to
objective j.” A spider chart can now be presented to illustrate the schedule degree-of-concern at enterprise
level for each year following the present, as shown in Figure 16.
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Aggregated Degree of Concern about Schedule Risks on Enterprise-Level
Objectives for Three Mitigation Alternatives
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Figure 15. Example spider charts comparing the schedule degree-of-concern at enterprise level for two
candidate mitigation alternatives.
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Figure 16. Example spider charts comparing the year-by-year schedule degree-of-concern at enterprise
level for the first three evaluation years.

If an analysis actually led to the hypothetical results shown in Figure 16, a risk analyst would infer that the
enterprise’s cybersecurity and partnership objectives will be in future danger of becoming at least borderline
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intolerable because of one or more critical milestone slippages occurring during Year 3. An analysis of the
specific milestones, risk scenarios, leading indicators, and common-cause contributors leading to that
undesirable condition would reveal what mitigation or control actions would be needed to rectify it and
when they would need to be instituted. A subsequent reanalysis using the methods discussed in this paper
would reveal the monetary cost of the mitigations and control actions, the levels of residual risk in the areas
of concern, and the collateral effect on other enterprise-level objectives. This would provide the
information needed by the authorities to make a risk-informed decision about the actions to be pursued and
the timing of those actions.

5. Additional Considerations

5.1 Using a Graded Analysis Approach for the Resource Allocation Loop

As shown originally in Figure 1, the formulation includes an iterative outer loop for re-allocating resources
among programs so as to minimize risks and maximize benefits across enterprise-level objectives. Section
3.8 presented this concern in terms of achieving a balance between enterprise portfolio risks and
opportunities, with the measures of such risks and opportunities being expressed in terms of stakeholder
degrees of concern about programmatic risks such as potential milestone slippages or degrees of enthusiasm
about programmatic or aspirational opportunities such as the potential for new technology applications.

A practical concern is the potential computational burden that may arise due to the many iterations implied
by the use of Monte Carlo methods together with a resource allocation loop. If the performance measure
models in Chart B and their interfaces are complex, that may become a problem. In such a case, it would
be advisable to use a graded analysis approach, wherein faster-running models are utilized at intermediate
stages without sacrificing rigor in the final analysis. For example, artificial neural networks and/or
recursive equation systems could be used while conducting the resource allocation iterations until
convergence is obtained in the search for an optimal allocation scheme. These faster-running models would
be trained to simulate the results obtained from the more complex integrated models and would only be
applied for testing resource allocations until one was selected. After that, the process would revert to the
use of the more complex models.

Chart B'in Figure 17 illustrates a generic recursive equation system that could be used to simulate the more
complex functional relationships in Chart B without ignoring important dependencies between variables.
It applies in situations where the progression of performance measure evaluations follows a forward-
directional path without feedback loops, similar to the example that was shown in Figure 5. The advantage
of a recursive equation system over neural networks is that the relationships between inputs and outputs are
transparent, whereas the advantage of neural networks over recursive equations is that complicated
feedback loops are not neglected. For this reason, it may be best to use both of these faster-running models
to conduct the resource allocation iterations rather than just one of them.

It may be noted that the recursive equation set could include both standard algebraic equations and first-
order differential equations to provide maximum flexibility in accounting for the sudden onset of steep
gradients such as tipping points (Strogatz, 2024). The use of differential equations goes a step beyond the
relationships provided in Chart B’.
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Chart B Chart B’

Programmatic Performance Measure Integrated
Model Approximations for Streamlining the
Resource Allocation Iterations while Retaining the
Essential Dependencies

Programmatic Performance Measure Integrated Models

Perf. Meas. Calculated Values and
U/U Adjustments
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> (b) Sampling of Risk Scenarios
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(c) Performance Measure Values as a Function of the Sampled
Scenarios, Model Inputs, and Other Performance Measure
Values

PMVyy = fin( T %k, PMVyy, o, PMViy )

(d) Performance Measure Values Adjusted to Account for the
U/U Increment, the Latter Represented as a Function of
/ Leading Indicators

Event Occurrence Rates —
PMVyy = PMViy + i (V1)

Key to Symbols

E = Event 1= Risk Scen. Index P = Occurrence Probability X = Vector of input Parameters M = Product
f, g = Functions k = Perf. Meas. Index PMV = Perf. Meas. Value 'y =Vector of Leading Indicators | = Conditional Upon
i = Event Index n = Iteration Number 7 = Vector of Risk Scenarios € = Membership

Figure 17. An equation-based form of the integrated performance analysis flowchart that is suitable for
graded analyses in support of resource allocation.

5.2 Extending the Methodology to National and International Arenas such as Al and Climate
Change

Although the formulation presented in this paper is framed as a means for risk-informing the planning and
execution of portfolios of multiple programs at enterprise level, it should be readily extendable to societal
arenas requiring cooperation at national and international levels. For example, the diversity of Al platforms
created and operated by multiple private organizations and government agencies can be considered to be a
“portfolio” of programs that need to be coordinated nationally and internationally so as to ensure a balancing
between benefits and risks.

The main distinguishing feature between enterprise portfolios of mission-related programs and international
portfolios of Al-related platforms lies in the diversity in the range of opinions of the stakeholders, especially
regarding their degrees of concern about safety. At a cursory level, one might believe that expert elicitation
regarding Al safety risks is of limited use because of the disparities between stakeholders. After further
thinking, however, it becomes clearer that the wide diversity of opinions can be used as the input needed to
determine how much time and money should be spent on safety research to narrow the subjective gaps.
The contribution of the methodology, and in particular the decision-analytic protocols for resolving biases,
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is that it helps determine how resources can be allocated to approach a near-optimal balance between
monetary gain, societal benefit, and safety.

Similarly, there is a wide diversity of opinion about how much attention should be given at national and
international levels to combatting climate change as opposed to more immediate societal concerns such as
the robustness of the economy and the price of commodities. Some believe that the future advance of
technology will alleviate the longer-term concern, whereas others do not want to take the risk that it may
not. Once again, the methodology in this paper can be applied to elucidate how resources can be allocated
to approach a near-optimal balance between competing factors, in this case between concerns about the
near-term economy and price of goods and concerns about longer-term safety and security and the
uncertainty surrounding future technology developments. The fact that peoples’ values differ on this
subject does not negate the value of rigorous probabilistic analysis in helping to resolve questions of
resource allocation.

6. Discussion

As described in the preceding sections, this paper has emphasized the need for and application of an
integrated quantitative probabilistic methodology that (1) focuses on the entire spectrum of enterprise-level
objectives, including both programmatic and aspirational objectives, (2) accounts in full for the
dependencies between projects, programs, infrastructure development activities, and other initiatives
contained within the enterprise portfolio, (3) leads to the determination of near-optimal resource allocations,
(4) applies equally well to enterprise-level portfolio decision analysis and operational risk and opportunity
management, and (4) is extendable to arenas requiring national and international cooperation, such as Al
and climate change.

The formulation is conducted within a Monte Carlo framework, but traditional Monte-Carlo-based
approaches that are applied in project-specific risk analyses are modified to simultaneously consider an
entire portfolio of programs that interact with one another, as well as an entire set of enterprise-level
programmatic and aspirational objectives that also interact with one another. This interactive formalism
enables risks and opportunities to be aggregated from the lowest levels of the organization to the top levels
without loss of rigor.

Input distributions for the Monte Carlo analysis account for uncertainties emanating from a large variety of
sources, including design parameters, environmental parameters, material properties, event occurrence
probabilities or frequencies, logical and phenomenological modeling assumptions and approximations,
operational reliability, human error probabilities and impacts, expert elicitation variability or bias, the
potential for unknown and/or underappreciated (U/U) risk scenarios, leading indicator values, and derived
correlations between U/U risks and leading indicators.

The integrated approach uses detailed quantitative models when available together with hybrid quantitative-
qualitative models when needed, the latter being informed by the insights and tacit knowledge of the
stakeholders. Stakeholder elicitation is relied upon in any area that is difficult to characterize quantitatively
because of a lack of data at the time the analysis is being performed. One example is in gauging how critical
milestone slippages translate to concern about meeting enterprise-level objectives, which are typically much
broader in scope than project-level or program-level objectives. Another is in estimating how much the
development of new technology or the discovery of new knowledge during the execution of the portfolio
may lead to monetary or nonmonetary benefit in future applications that are not knowable at present. These
lead to the inclusion into the analysis of affective performance measures, such as degree of stakeholder
concern or stakeholder enthusiasm or stakeholder excitement. Depending on the context, the stakeholders
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may include the enterprise’s leadership and its advisory committees, its customers and partners, regulatory
authorities, the scientific community outside of the enterprise, educational institutions, and the public at
large.

The outputs of the analysis include performance measure distributions that can be used to compare how
well one candidate portfolio satisfies the enterprise’s objectives compared to others during the portfolio
selection process, as well as to determine how well an already implemented portfolio is tracking against
each enterprise objective, what kinds of alterations in the form of improved controls, new mitigations, or
revised resource allocations need to be put forward and decided upon, and in what timeframe these controls,
mitigations, or re-allocations need to be implemented. For communication purposes, example spider charts
and heat maps that appeal to a wide variety of parties have been schematized and illustrated.

To validate that the methodology recommended in this paper produces verifiable results with proven
practical usefulness, future efforts should be oriented toward pursuing large-scale case studies using this
methodology and comparing the results to empirical data. For that purpose, the analysts charged with
conducting these studies and analyzing the results will need access to all the portfolio details, design
information, test protocols, operational procedures, organizational setups, resource allocations, and
operational results that are pertinent to the study. For this reason, it would be easiest for each case study to
be performed by or managed by the organization that owns the portfolio from which the case study emerges.

As an alternative, it would be possible for the case studies to be performed by an independent investigator,
but this would require the willingness of people in positions of leadership within each subject enterprise to
share the needed information. While that action in some cases might strain proprietary concerns, it would
allow for a level of transparency that would be beneficial to the technical and scientific communities as
well as benefitting society as a whole.
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